CIviL DEFENCE RESEARCH PROGRAMME: ECONOMIC SECURITY

The China Challenge: The Inherent Difficulty in Balancing

Security Concerns against Economic Interests

Karl Lallerstedt

This paper seeks to explain how the West has ended up in the seemingly counterintuitive situation of con-
tinued growing economic exposure towards China despite serious and growing security concerns. The paper
proposes that a core reason behind this apparent paradox is that most Western interactions with China are
driven by commercial actors, operating with a very different understanding of risk as compared to state
actors. It further seeks to contextualise the West’s economic exposure towards China, highlighting some of
the risks that arise from such exposure. Thirdly, the paper provides examples of China’s alarming behav-
iour in the last few years, and draws a parallel to Russian actions preceding the 2022 invasion of Ukraine.
By comparing Western reactions to Russian and Chinese actions, the paper suggests that a robust policy
response to limit broad economic exposure to China is unlikely unless Chinese behaviour reaches similar
levels of aggression as Russia. Finally, the paper draws some policy-related reflections relating to the afore-
mentioned three points.

1) THE CENTRAL ISSUE: MARKET LOGIC IN THE
DRIVER'S SEAT

forces are driving the extent of Western interactions
with China. It is therefore important to recognise that

Despite escalating security concerns in Washington
D.C. and several other Western capitals, trade with
China has continued to grow for the past decade, with
both U.S. and European Union (EU) trade with China
reaching all-time highs in 2022.* The main reason for
this development, seemingly out of tune with the wishes
of the national security establishments, is that market

EU imports from China in billions of Euro per year
700
600
500

400

Imports, Bn EUR

3

=}
s}

2

o
S

1

o
s}

m2012 2013 m2014 = 2015 m2016 m 2017 m2018 m 2019 2020 m 2021 2022

Figure 1. The EU’s main sources of imports in 2022.
Source: Eurostat

governments and private sector actors view risk differ-
ently. Whereas governments view risk through a national
security perspective, the private sector tends to view risk
from an economic perspective.

Risk is a term with multiple definitions. Michael
Mazarr at RAND has summarised one such definition in
the following way: “...risk is the threat of harm or loss
that may adversely affect the ability of the organization
to accomplish its mission.”? This definition emphasises
that an organisation’s understanding of risk depends on
what it defines as its core mission. Given that commer-
cial actors and governments have different missions, it
is expected that they would have distinctly different
understandings of risk

More specifically, there is a “profit and loss” under-
standing of risk that dominates in the commercial sec-
tor. This fact, in combination with the changes in global
trade that have occurred since the end of the Cold War,
have helped position China as a unique strategic chal-
lenger to the West. China has repeatedly illustrated its
hostility to the global international rules-based order,
but the West has shied away from full-scale economic
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confrontation. This is arguably because Chinese actions
have so far remained below the kind of critical thresh-
old that Russia passed after the full-scale invasion of
Ukraine, and because such economic confrontation
would be costly.

An effective Western strategy to deal with China
needs to balance economic interests against the long-
term security consequences of economic exchange with
a rival. To formulate such a strategy, policy-makers
must have an understanding of what drives commer-
cial decision-making. Such understanding is necessary
to be able to align the behaviour of commercial actors
with Western governments’ broader strategic priorities.

Liberals and realists differ in their view of economic
interdependence, with liberals seeing it as a factor that
contributes to a reduced risk of conflict between states,
whereas realists believe that such interdependence cre-
ates vulnerabilities.? If Western states, in a more realist
vein, wish to decrease their economic dependence upon
China, then they will need to consider further regulation
or restriction of economic interactions. For such meas-
ures to be as effective as possible, the West would need
to coordinate its approach to ensure a common line.

This is hard, not only because it requires policy coor-
dination between several states, but also because firms
would be the target of this policy. The state regulates
the private sector but does not have direct control over
it, the way that it does over its government authorities.
Meanwhile, the guiding principle of most free enter-
prise is profit maximisation within the confines of the
law. This means that companies are unlikely to take
account of national security concerns unless it happens
to align with their business interests, or unless there are
regulatory requirements (or government pressure) that
require them to do so. In addition to their overriding
focus on profit maximisation, with the objective of deliv-
ering shareholder value, firms are also different from the
public sector in the sense that many of the largest firms
are global as opposed to national actors — with com-
mercial interests and regulatory requirements bound to
several jurisdictions. Most leading multinational firms
have significantly larger economic exposure to the global
markets than to their home jurisdictions.

States tend to have more of a domestic focus than
certain firms do. Furthermore, the state’s prime focus
is not commercial. The legitimacy of the democratic
state stems rather from its ability to serve the broad
public interest, of which ensuring national security
is one component.

Risk assessment and management is important in
business. Paying for insurance as a risk management

strategy has been in use since Babylonian times at
least. Apart from insurance, there are various other
ways that business can manage certain risks. These
measures include control measures within the cor-
porate entity itself, such as quality standards, com-
pliance requirements, or corporate governance
codes.* Deloitte’s latest annual risk management sur-
vey indicated that all responding firms had Chief
Risk Officers, and 72 percent of respondents at the
board of directors’ level stated that there was at least
one board committee responsible for risk oversight.®
The problem, from a national security perspective,
is not that businesses fail to take risk seriously, but
rather what risk means from a business perspective.

A business decision is ultimately about the bottom
line for the company, not about the broader implica-
tions of the decision for society. The worst thing that
can happen with investment decisions from a purely
commercial perspective is that they fail to generate the
expected returns. Yet a degree of risk-taking is neces-
sary to generate returns. Thousands of companies file
for bankruptcy each year in Sweden, despite it being a
relatively small country. These bankruptcies, although
negative for the affected employees and investors, are
not per se a failure of the market economy. Rather, the
risk appetite driving this creative destruction is a neces-
sary component of a functioning economy. Hence the
saying, “No risk, no return.”

The problem from a broader societal perspective is
therefore not that companies ignore risks and vulnera-
bilities. Indeed, some companies are quite sophisticated
at carrying out analyses of their risks and vulnerabilities.®
The problem is rather that firms focus on the risks posed
to their own organisations, rather than the risks their
actions may imply for broader society. Consequently,
the necessary risk appetite of the commercial sector —
with its singular focus on delivering economic returns
— is fundamentally different to how the state approaches
risk. The state must factor in a broader array of con-
cerns, including long-term national security objectives.

A company bears responsibility for miscalculating,
or handling, risk in the sense that it may lose money, or
go bankrupt. However, firms do not face similar eco-
nomic consequences for how their actions may affect
the geoeconomic balance of power between the West
and China. If a company concerned itself with geo-
economics, it would most likely concern potential
risks posed to the company itself. If it wishes to miti-
gate the risk of operating in certain countries, it could
purchase political risk insurance. Investopedia describes
the benefits of political risk insurance as follows: “If a
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business knows that it will be insured against political
risks for years regardless of what happens, it can confi-
dently proceed with activities that might otherwise be
too risky to pursue.”” In reality, political risk insurance
might not always be that straightforward nor is it pos-
sible to insure against all risks. Furthermore, insurance
costs money. The state cannot insure against risks to
its core mission in the same way that a company can,
and the state’s mission is much broader in scope than
that of a company.

Although the state bears the responsibility for inter-
nal and external security in a modern, deregulated and
globalised economy, companies control economic out-
put. These firms also control the vast majority of critical
societal services and carry out most applied research and
development (R&D). Given the central role of firms in
countries’ international competiveness, firms constitute
an important factor in the balance of power between
states. In a non-adversarial environment, this would be
less problematic, but in an environment where certain

states seek to reshape the global order to their advan-
tage, commercial actors have become involuntary yet
critical pieces in the broader geopolitical game.

To summarise, the key point is that most Western
interactions with China in the past decades were com-
mercially driven, and as such did not factor in national
security concerns unless law stipulated it or there were
clear commercial reasons for so doing. Thus, the cur-
rent economic exposure to China is a logical outcome,
despite its potentially concerning security implications.

The EU has become increasingly mindful of the eco-
nomic security implications of private sector decisions,
particularly relating to critical infrastructure, data, and
cybersecurity. For example, the Directive on Security of
Network and Information Systems and Critical Infra-
structure Directives, being replaced by the NIS2 and
CER-Directives, are examples of regulatory requirements
that seek to bolster security levels in the private sector.?
The Foreign Direct Investment (FDI) Screening regula-
tion, the upcoming European Chips Act, the proposed
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Critical Raw Materials Act and the Net-Zero Industry
Act all aim at reducing economic vulnerabilities.

The European Commission’s “European Economic
Security Strategy” outlines three priorities: 1) promoting
European competitiveness by making the economy and
supply-chains more resilient, bolstering innovation and
industrial capacity, 2) protection against economic secu-
rity risks, and 3) partnering with countries with shared
economic security concerns. The document identifies the
following types of risks faced by European economies: a)
risks to resilience of supply chains, b) risks to the phys-
ical and cyber-security of critical infrastructure, and 3)
risks related to others improperly obtaining European
technology (including through espionage).® It remains
to be seen whether the strategy will be effective as a tool
for addressing the identified risks. Meanwhile, there are
risks 70t addressed in the strategy, including broad eco-
nomic exposure to China, a country that the EU has
identified as a systemic rival.

2) IMPLICATIONS OF UNPRECEDENTED ECONOMIC
EXPOSURE TOWARDS AN AUTHORITARIAN
SUPERPOWER

During the Cold War, the communist opponents of
the “Free World” were command economies®, and
there was limited commercial interaction between the
competing ideological blocks. The end of the Cold
Wiar initiated a period of global deregulation and trade
liberalisation, institutionally manifested by the estab-
lishment of the World Trade Organization (WTO) in
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Figure 3. The EU’s main sources of imports in 2022.
Source: Eurostat

1995. China joined the WTO in 2001. The new era
was characterised by broad support for reducing barri-
ers to trade, seen not only as a way of promoting eco-
nomic growth, but also as a way to promote peaceful
relations through increased economic interdependence.
China subsequently grew into the largest economy in
the world in terms of purchasing power parity. Today,
Chinese companies are deeply intertwined with the
commercial activities of the rest of the world.

States established the trading and investment frame-
works that enabled the West’s economic interdepend-
ence with China, but the players conducting the actual
business were firms. For Western firms the drivers to do
business in China, or with Chinese firms abroad, have
been squarely commercial. In the last few years, the
restrictions on certain international transactions with
China have grown however. For example, the United
States recently imposed restrictions on semiconductor
exports to China. Prior to this though, almost everything
barring weapons exports or certain dual use items was
fair commercial game. Globalisation increased the West’s
economic interdependence with China. The potential
consequences of this growing exposure have become
more serious due to recent technological developments
and increased market efficiency.

The global concentration of productive capacity

in China has resulted in a broad strategic
dependence

In addition to increased global trade and investment
flows, the globalisation era also saw significant increases
in efficiency. A global marketplace allowed for even
greater economies of scale, which is positive from the
perspective of global economic efficiency — but has also
resulted in the concentration of nearly a third of global
manufacturing output in China (30 percent),’** which
is significantly higher than their share of global GDP,
which was 18 percent in 2021." This suggests that the
global economy is even more dependent on China as a
supplier of manufactured goods than its economic size
alone would suggest.

The oil crisis of 1973 illustrated that dependence
upon a limited number of suppliers could have severe
consequences. The Organization of Arab Petroleum
Exporting Countries (OAPEC)™ triggered the crisis
by initiating an oil embargo targeting nations that had
supported Israel during the Yom Kippur War, resulting
in a quadrupling of the global oil price. In response,
several states imposed severe restrictions on oil product
use. The sharp price increases, and the fact that higher
oil prices lingered on long after the embargo ended,
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had significant macroeconomic effects, ushering in an
era of high inflation and low economic growth. The
term “oil weapon” was born, to describe supply restric-
tion as a coercive tool. More recently, Russia’s status as
Europe’s dominant gas supplier has been similarly been
described as Putin’s “Gas Weapon.” Russia’s invasion of
Ukraine in 2022 resulted in increased energy prices and
broader inflationary pressures throughout the EU. In
fact, EU inflation more than tripled in 2022, reaching
the highest levels ever recorded.

Strategic dependence is of course not limited to
energy goods. The fact that China has become the
leading exporter in the world — including to the EU,
USA and Japan — implies that broad trade exposure to
China is enormous.’ ¥’ By contrast, during the Cold
War, Western economic exchange with the Soviet Union
was far more limited. For example, U.S.-Soviet trade
averaged at around one percent of total trade for both
countries during the 70s and 80s.®

Not only does China export vast quantities of
goods to the West, but it is also a manufacturing hub
for exports to third countries, a leading supplier of
components necessary for Western production, as well
as the dominant supplier of rare earth minerals. Since
the COVID-19 pandemic, Chinese export disruptions
have had an inflationary effect. This was due to sup-
ply-side contractions caused by lockdowns that affected
price developments internationally. China manufac-
tures the majority of overseas demand for a range of
products including containers®, ships?, rare earths?,
solar modules?, batteries”, mobile phones* and per-
sonal computers.?® The fact that China is a significant
manufacturer of components also means that access to
Chinese output affects the end price of finished goods
from other countries. Although deliberate Chinese
exports restrictions would be costly for China itself, it
would also have an extreme effect on the global eco-
nomy. Being the “workshop of the World” China pos-
sesses a potential “Manufacturing Weapon” far more
powerful than the “Oil Weapon” of the 70s.

Just-in-time deliveries

By adopting lean production techniques and increasing
efficiencies throughout the entire supply chain, compa-
nies have managed to reduce stockpiles. Although this
is positive and reduces costs, it also increases vulnerabil-
ities to disruptions. This vulnerability might be exacer-
bated by increased dependence upon the aforementioned
global concentration in productive capacity. Concerns
over the vulnerability of global supply chains increas-
ingly entered the public discourse following disruptions

during the COVID-19 pandemic. Combined with the
increased geopolitical uncertainty that resulted from
Russia’s full-scale invasion of Ukraine in 2022, there
has been a renewed policy debate regarding reshoring
and “friend-shoring” of production.

Digitalisation

Digitalisation, and the fact that computers control
ever-growing proportions of our infrastructure, implies
new vulnerabilities. With "dumb” analogue prod-
ucts there are rarely any concerns about an opponent
somehow manipulating the product to eavesdrop on its
operator, or altering the product’s functionality. In an
increasingly digitalised and interconnected world, there
is a need to develop safeguards to ensure the trustwor-
thiness of the components and software in our digital
ecosystems. The wisdom of permitting products devel-
oped by China in sensitive systems can therefore be
questioned.”

Cybersecurity risks arise whenever a person or
organisation uses digital equipment. However, these
risks are exacerbated when foreign companies supply
the equipment as it may contain backdoor vulnerabil-
ities planted on behalf of foreign governments. Such
vulnerabilities could facilitate intrusions for the pur-
pose of espionage or manipulation of digital systems.
The more sensitive the equipment and the less reliable
the jurisdiction of the supplier, the greater the need for
caution. The most high profile example of governments
beginning to take such caution is the fact that several
countries have excluded Chinese firms from developing
their 5G networks. Yet Chinese equipment and compo-
nents continue to be almost omnipresent in our contem-
porary digital world, suggesting that governments have
so far not fully implemented this cautionary approach.
This is despite the fact that digitalisation has enabled
large-scale industrial espionage,?” and that cyberattacks
can disrupt critical services. These are both novel threats
that did not exist a few decades back.

Limited security mindset

The post-Cold War period was until quite recently
characterised by limited government (and broader soci-
etal) concerns about great power aggression. There was
an assumption that states would broadly respect the
rules-based international order, while the threats posed
by terrorism and smaller rogue states preoccupied much
of the Western security community. With hindsight, one
could say that this was naive, and it is possible to argue
that the West was slow to treat China and Russia as seri-
ous threats. For example, the EU officially recognised
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China as a systemic rival as late as 2019, yet still offi-
cially continued to strive for deepened trade relations
after this point.”® In 2023, European Commission Pres-
ident Ursula von der Leyen stated that “...we do not
want to cut economic, societal, political or scientific
ties...“and that, “...most of our trade in goods and ser-
vices remains mutually beneficial and ‘un-risky.””?* The
danger of developing an economic dependence upon
an authoritarian regime was clearly illustrated by the
EU’s continued reliance on Russian gas supplies until
2022, despite Russia’s invasion of Georgia in 2008 and
Ukraine in 2014, as well as assassinations conducted on
EU territory using radioactive and chemical weapons.
Is the West making the same mistake again, but this
time regarding China?

Economic development leads to military
development

From a purely economic perspective, trade with China
has been beneficial for global consumers. The increase
in Chinese global output has increased the availability
of goods, resulting in lower prices than would other-
wise have been the case. The import of Chinese goods,
foreign investment in production capacity in China,
and provision of foreign components and know-how
to Chinese enterprises has been profitable for Western
firms. At the same time, this economic exchange has
boosted China’s economic base. Considering that long-
term military power is largely dependent upon economic
power to sustain it, and that an industrial and techno-
logical base is needed to develop weapons systems, it is
arguable that China’s military rise was largely enabled
by Western trade policy since the end of the Cold War.
On the twentieth anniversary of China’s WTO accession
— which would not have been possible without Western
consent — China’s WTO ambassador declared, “Over the
past 20 years, China grew from the sixth to the second
largest economy of the world, with its GDP increasing
11-fold to almost USD 15 trillion.”*

Strategic technology can be bought as well as
stolen

The former NSA Chief General Keith Alexander
famously described the loss of industrial information
and intellectual property through cyberespionage as “the
greatest transfer of wealth in history.”** However, there
is an alternative to gaining information through espi-
onage, namely to buy the companies with the relevant
knowledge. Chinese firms have for example acquired a
world-leading industrial robot manufacturer, German

KUKA, and the world’s largest agrochemical producer,
Swiss Syngenta.

Chinese acquisitions can also be seen in Sweden.
The Swedish Defence Research Agency recently pub-
lished a report identifying 90 Chinese commercial
acquisitions in Sweden from 2019 to February 2023.3
The list is probably not exhaustive, but it identified 70
cases where Chinese majority control had been achieved,
resulting in the total control of even more subsidiary
companies. The Chinese acquisitions were especially
prevalent within certain sectors, such as information and
communication technology (ICT), consumer products,
industrial products and machinery, health, and biotech-
nology. Around 59 percent of the acquisitions were areas
of focus for the Made in China 2025 initiative, the pur-
pose of which is to upgrade Chinese industry. Concerns
over foreign control of sensitive companies has led to
numerous countries enacting legislation requiring the
screening and approval of foreign acquisitions, such as
the EU’s Foreign Direct Investment (FDI) regulation.

A non-level playing field: China a unique challenge
According to economic theory, competition is essential
for boosting overall economic effectiveness. In reality,
this is contingent on all the players respecting the rules
of the game. There are various ways that states can arti-
ficially boost the market positions of certain companies.
In addition to legislation and trade policies, which may
gain more attention due to their formal nature, there are
also informal methods of disrupting free and fair com-
petition. For example, states can provide covert funding
to selected firms, assist in industrial espionage, provide
selected firms with information on competitors’ bids,
pressure key decision-makers to ensure that certain firms
win tenders, provide privileged access to large home
markets, amongst other things. Such practices come
at a cost to other companies, and the underlying eco-
nomic and technological base of the states that are the
home markets of the disadvantaged companies. Due to
its economic size and the fact that it is a one-party state
with structures to coordinate and steer all of society,
including firms, China poses a unique challenge when
it comes to maintaining a level playing field.

China poses a unique challenge when it comes to
vulnerabilities created by digitalisation. China is a key
player in global digital infrastructure, at the same time
as its legislation stipulates that Chinese companies and
citizens must cooperate with the country’s security and
intelligence services. One of the largest uncovered cyber-
espionage operations, dubbed Cloudhopper, has been
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attributed to China. The attack targeted managed IT
service providers, and through them accessed their cli-
ents’ networks. The IT systems of companies and gov-
ernments around the world were compromised, and it
is assumed that enormous amounts of data, including
corporate assets and trade secrets were accessed, likely
over a long period.® This suggests that the Chinese
state is open to using unconventional and covert means
of supporting its commercial or research ambitions —
distorting free and fair competition in the process.

In the early post-Cold War period, Western gov-
ernments hoped that China would gradually evolve in
a more liberal direction once it became integrated into
the global economy. However, the factors listed above
have contributed to Western states seeing exposure to
China as increasingly problematic. Various Western
governments have taken a number of actions to limit
exposure — not always targeting China explicitly, but
doing so in practice.

Investment screening is an example of a tool
intended to manage the risks that could arise from for-
eign acquisitions. This tool is already in place in several
jurisdictions. Certain states have also begun addressing
supply chain security concerns. This is not surprising,
considering that China is the largest exporter in the
world, with annual exports exceeding 3 trillion USD
dollars. A noteworthy example is the Japanese Economic
Security Promotion Act of 2022, which goes quite far
and will force firms in certain sectors to consider eco-
nomic security above market efhiciency. For example,
by securing supply chains from disruption by moving
production to Japan or friendly states.

3) AUTHORITARIAN ACTION AND WESTERN
INACTION: DRAWING PARALLELS BETWEEN CHINA
AND RUSSIA

Despite the fact that Russia invaded Georgia in 2008,
the members of the WTO allowed Russia to join the
organisation a few years later, in 2012. When “lit-
tle green men” invaded Ukraine in 2014 and Rus-
sia subsequently annexed Crimea, Western countries
implemented targeted sanctions against a few Rus-
sian individuals and entities, but the economic effect
on Russia was minor compared to the impact of the
global financial crisis of 2007-2008, following the
collapse of Lehman Brothers. As Emma Ashford at
the Stimson Center has argued, these sanctions were
a failure.** According to Ashford, Western sanctions
did not constitute a particularly robust response to the
first territorial annexation in Europe since the Second
World War.

There were several indicators that Russia remained a
threat to the rules based international order after 2014.
These indicators include continued Russian aggression
against Ukraine after 2014, the use of a chemical weapon
in an assassination attempt in the UK, election inter-
ference during the US presidential election of 2016, as
well as likely interference in the Brexit referendum in
the UK. Yet despite these clear indications of hostile
intent, the Western response remained restrained. None
of these Russian actions caused as robust of a Western
response as Russia’s full-scale invasion of Ukraine finally
did in 2022. The breach of international law was so fla-
grant and the crimes against humanity on such a grand
scale that a robust response was unavoidable. The conse-
quence, in economic terms, has been a drastic reduction
in economic interaction between the West and Russia
across a wide range of areas.

The lesson is that it would have been wise to act
more robustly at an earlier stage, which could poten-
tially have deterred Russia from such extreme steps. This
lesson may also be applicable to other actors intent on
reshaping the global system in their interest. In partic-
ular, if one studies Chinese actions, one can see a con-
cerning set of developments that suggest that it too is
set on a course of conflict with the international rules-
based system. China’s actions indicate that it opposes
the Western interpretation of the rules-based inter-
national order and has a distinctly different interpreta-
tion of human rights. Yet so far Chinese actions have
not, driven the West to mobilise a response anywhere
near its reaction to Russia’s full-scale invasion.

Chinese provocations

The number of PLA Air Force incursions into the Tai-
wanese Air Defence Identification Zone have escalated
the last few years. Following the U.S. Speaker of the
House of Representatives Nancy Pelosi’s visit to Tai-
wan in 2022, China launched historically large military
exercises around the island. In 2023, China launched
operation “Stern Warning,” which entailed three days
of military drills rehearsing the encirclement of Tai-
wan. The exercise took place after the return of Tai-
wanese President Tsai Ing-wen from a trip to the United
States. Based on spurious claims that about 90 percent
of the South China Sea constitute Chinese territorial
waters, China has also become increasingly assertive in
the maritime domain during the past decade. China
has harassed ships from other states with its military,
coast guard and maritime militia, explored and begun
extracting resources in disputed waters, and is construct-
ing and militarising artificial islands.
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China’s Cold War legacy of military confrontation
with its neighbours appears not to be completely aban-
doned. The China-India border conflict has remained
active the last few years, with deadly skirmishes between
the two sides as late as 2020. Chinese claims in the
South China Sea have also resulted in overt aggression.
As late as 2023 Chinese vessels rammed a Philippine
Coast Guard ship and military-run supply boat.

Chinese repression® in Xinjiang has escalated over a
number of years, with over a million Uyghurs detained
in “re-education” camps since 2017. China subjects
those Uyghurs not detained to intense surveillance,
religious restrictions, forced labour and sterilisation. A
UN report®® confirms evidence of mass arbitrary deten-
tions, family separations, torture and religious persecu-
tions. The UN deems that these actions could amount
to crimes against humanity.

Several Western governments have condemned
China’s imposition of the Hong Kong national secu-
rity law in 2020, stating that it is a breach of the Sino-
British Joint Declaration. This declaration guaranteed
autonomy for the Hong Kong Special Administrative
Region until 2047. The law’s applicability outside Hong
Kong, interpreted by some to apply to every individ-
ual in the world, makes it even more controversial.

China has repeatedly shown that it is willing to arbi-
trarily detain and accuse foreign citizens of crime. One
example of this is China’s reaction to the detention of
Meng Wanzhou (the Chief Financial Officer of Hua-
wei, and daughter of its founder) in Canada following
a U.S. extradition request. Following the detention of
Wanzhou, China accused two Canadian citizens of espi-
onage, and held them for almost two years without any
evidence presented, whilst appropriate consular access
was denied. Another example is the apparent abduction
of Gui Minhai, a Swedish citizen who had published
books critical of the Chinese Communist Party leader-
ship, in 2015. Minhai was abducted from Thailand to
China and his subsequent treatment contributed to a
protracted crisis in Swedish-Sino relations.”

China is consistently flagged by Western intel-
ligence agencies as a leading cyberespionage threat.
Operation Cloud Hopper is just one example of this.
The FBI states that:

“The counterintelligence and economic espionage efforts
emanating from the government of China and the Chi-
nese Communist Party are a grave threat to the economic
well-being and democratic values of the United States.

Confronting this threat is the FBI's top counter-
intelligence priority.”® (italics added)

China controls the vast majority of rare earth met-
als supplied to the world market. This is concerning,
as China has previously made clear that it is willing to
“weaponise” other countries’ dependence upon it. For
example, China threated to embargo® U.S. defence firm
Lockheed Martin in 2020. In 2010, China blocked rare
earths shipments to Japan following the apprehension of
a Chinese fishing captain in Japanese territorial waters
(which China claims as its own).

Using rare earths as a trade weapon is one thing,
but China has used trade as a policy weapon to punish
states on numerous occasions. Norway faced Chinese
wrath when the 2010 Nobel Peace Prize was awarded
to Chinese dissident Liu Xiaobo. Diplomatic relations
were under strain for six years, with bilateral free trade
discussions put on ice, and measures taken to restrict
salmon imports from Norway. Tensions were relieved
only once the Norwegian Government cowed to China
by formally reiterating their adherence to the One China
Policy, and rejecting a meeting with Dalai Lama during
a visit to Norway.

There are several other examples of China using
diplomatic and trade relations as a way to exert pres-
sure on states. The list of events that have triggered such
a response include South Korea’s decision to acquire
THAAD anti-ballistic missile defence systems, Cana-
da’s detention of Huawei’s Chief Financial Officer, Aus-
tralia’s call for an inquiry into the origins and handling
of the Covid-19 outbreak, and the opening of the Tai-
wanese Representative Office in Lithuania. There are also
examples of China exerting pressure on companies that
have expressed negative views on Chinese policy, such
as treatment of the Uyghurs. It is also significant that
there are likely to be several companies that self-censure
and adjust their policies to avoid repercussions and/or
to curry favour with the regime.

Learning from past mistakes: the inherent
difficulty in balancing security concerns against
economic interests
The West’s handling of Russia demonstrates that demo-
cratic states’ threshold for a robust response to aggres-
sive behaviour is very high. Even Ukraine waited until
after the invasion on February 24th to implement a
number of defensive measures, despite there being clear
indications of Russia’s intentions prior to that.** More
broadly, Europe allowed economic dependencies upon
Russia to develop over time.

For example, the economic dependencies were set
to increase with the construction of Nord Stream 2,
with half the financing coming from Western (German,
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Austrian, French and Anglo-Dutch) companies. The
pipeline was built despite the aforementioned his-
tory of Russian aggression and Poland withholding
approval. With the benefit of hindsight, it is clear that
this was a mistake.

So why was Nord Stream 2 construction given the
go-ahead? The German and other EU member state gov-
ernments must have considered multiple factors before
took such a strategically significant decision. There are
for example economic, environmental, diplomatic, and
security aspects that would have entered the equation.
On top of this, politicians must also have weighed in
how the electorate would judge their decisions.

The perceived economic and diplomatic bene-
fits, coupled with broad popular support in Germany,
meant that the security aspects did not weigh heavily
enough to prevent the Nord Stream 2 project from tak-
ing place. Under peacetime conditions in the post-Cold
War world, political decision-makers appear to have rel-
egated certain security concerns relating to great powers
to second tier considerations. Meanwhile, the likelihood
of a large-scale security crisis actually manifesting was
perceived as (or hoped to be) very low, despite the his-
torical record suggesting that such crises are recurring
phenomena.

Russia has maintained high levels of military spend-
ing as a proportion of its GDP, engaged in military
aggression abroad, carried out flagrant human rights
abuses and disseminates hostile and provocative regime
rhetoric. Still, Russia’s actions remained below the
threshold required for the West to coherently treat Putin’s
regime as the threat it showed itself to be.*! It required
the egregious aggression launched on February 24th
2022 to pass the threshold required for the West to act
robustly and truly treat Russia as a systemic challenger.

The Western reluctance to act forcefully against
Russia until 2022 appears to have some parallels with
the West’s response to Chinese provocations. China,
with Xi Jinping at its helm, has made it clear through
a range of actions that it is hostile towards several of
its neighbours and towards the West. China has also
demonstrated ambivalence towards the values enshrined
in the Universal Declaration of Human Rights. Unlike
Russia, it has not yet committed an act of international
aggression that would place it in the true pariah cate-
gory — like North Korea, Iran, and more recently Russia.
However, recent Chinese government statements raise
concerns about Chinese intentions. The expression of
“no limit” friendship between Presidents Xi and Putin
shortly ahead of the February 24 invasion of Ukraine,*
and statement made by Chinese Foreign Minister Qin

in March 2023 emphasising the importance of strength-
ening Sino-Russian relations® signal not only a desire to
collaborate more with Russia, but also China’s explicit
hostility towards the West.

China and the West: deeper engagement despite
growing security concerns

The illegal annexation of Crimea in 2014 resulted
in the imposition of limited sanctions against Russia,
and an increase in Western defence expenditure. How-
ever, broadly speaking, Western policy towards Russia
up until early 2022 can be characterised as “business
as usual.” Similarly, when it comes to China, President
Xi’s shift towards a more domestically repressive and
internationally aggressive regime has only prompted
limited countermeasures from Western governments.
Moreover, the Western business as usual approach still
dominates in commercial circles. Even if an increasing
number of policy-makers refer to China as a strategic
rival- sometimes in quite bellicose terms — the broader
business community has not adopted the same rheto-
ric. The business community’s attitude towards China
is significant, as that is where most of the actual inter-
action with China takes place.

China remained the largest exporter to both the
U.S. and EU in 2022, despite attempts to manage this
dependency. This includes legislation to prevent for-
eign acquisition of strategically important businesses
(not officially aimed at China), the exclusion of Chi-
nese firms from participation in the construction of
5G-networks, and the increase in discussions about
diversifying supply-chains. None of these measures have
changed the fact that American and European imports
from China have continued to increase over the past
few years. In the area of scientific research, the United
States and China are also each other’s most important
international collaborative partners,* with the num-
ber of research collaborations having increased in the
last few years. Again, the development appears to be
out of sync with the increasingly vocal policy concerns
regarding China.

The RAND Report “Exploring Research Engage-
ment with China” highlights that the number of joint
Sino-British publications has grown significantly, with
China rising from being the UK’s ninth most important
collaborative partner in terms of co-published academic
papers in 2010, to being the second closest collabora-
tive partner in 2019. This is part of a broader trend, as
co-publications with China are increasing in European
countries such as Germany and Sweden as well.** Scien-
tific output is the main driving force in academia, just

FOI
Swedish Defence Research Agency
SE-164 90 Stockholm

Tel: +46 8 5550 3000
www.foi.se



Civil Defence Research Programme: Economic Security — February 2024

as money is the driving force in business. This explains
why exposure and engagement with China continues
to grow, despite political concerns. Unless these forces
are mitigated by government policy, the current trends
will only continue. Trade data from 2023 indicate that
US imports from China declined. Yet, re-routing of
Chinese exports and under-invoicing to reduce tariff
hits, probably imply that official data significantly over-
state this decline.®

CONCLUDING REFLECTIONS

Businesses are run to deliver value to their shareholders
— that is their primary motivational force. They should,
according to economic theory, adapt and adjust to do so
in the most effective way. This had limited geoeconomic
consequences during the Cold War because economic
exchange between the East and the West was so limited,
and the fact that the communist states at that point were
centralised command economies that did not operate
on market principles.

The economic liberalisation of the East and the
deregulation of global trade enabled the current mutual
economic interdependence between China and the West
to develop. The opening up of the Chinese economy in
combination with its rapid economic growth?”, made
increased economic exposure inevitable — as long as there
were no measures in place to prevent it. If Western gov-
ernments believe that economic exposure to China is a
security problem then the only way to address it is by
changing the incentives and regulations that businesses
are subjected to. A similar logic applies to research in
academia. There are a handful of significant examples of
measures intended to curb the West’s growing exposure
to China. The U.S. has prohibited exports of advanced
semiconductor technology to China, for example. It
has also created economic incentives to manufacture
at home, as opposed to in China. The question now is
how the US will build on these prohibitions and incen-
tives, and whether they are successful in coordinating
these policies with allies.

Tackling the China Challenge
The West’s economic relationship with China appears
paradoxical from a national security perspective, with
economic exposure having increased in parallel to grow-
ing and serious security concerns. Yet from a commercial
perspective, the West’s deepened economic interde-
pendence with China is a logical consequence of the
country’s rise as a central player in the world economy.
Western states, and foremost the United States,
have begun to take measures to reduce their economic

exposure towards China, for example by restricting the
availability of certain strategic technologies that could
further accelerate China’s rise towards economic and
scientific dominance. Whether Western actions taken
so far have been sufficient depends upon Chinese inten-
tions. Judging by Chinese actions the last few years,
and the fact that China has chosen to express solidarity
with Russia following its full-scale invasion of Ukraine,
it would appear that China is set on a course of con-
flict with the West.

The growing and significant mismatch between
Western national security concerns and economic
interdependence with China likely the West’s increas-
ing economic exposure to China therefore needs to be
addressed by further restricting commercial interactions.
It is unlikely that firms will restrain themselves, meaning
that there is a need for further government regulation.
There are recent examples of such regulations, includ-
ing the U.S. government’s restrictions of Chinese access
to semiconductors and the Japanese governments strive
for supply chain diversification within certain sectors.
It remains to be seen how far such “de-risking” will go.

In the long term, it is possible that China and the
West will engage in a strategic race for economic and
technological leadership. If that is the case, then the
Wests’ success will be contingent on its ability to coor-
dinate its restrictive policies towards China as well as
its broader trade policies. China is already the world’s
largest economy in purchasing power parity terms and
it has a larger population than the EU, US, Japan, UK,
South Korea, Canada, and Australia combined. To main-
tain Western economic and technological dominance,
Western countries must uphold and if possible develop
a collective economic ecosystem based on as open and
fair trade as possible. If the West manages to do this
while at the same time enforcing collective restrictions
on its commercial interactions with China, then the
prospects of maintaining an economic and technolog-
ical lead would appear good.

Thus, from the Chinese perspective one would
assume that there are two clear interests. Firstly, China
has an interest in ensuring that Western firms continue
to act as enablers of development in key areas of the
Chinese economy. China may therefore try to influence
individual states to prevent the West from imposing col-
lective restrictions. One way of doing this might be to
offer “privileged” access to Chinese domestic markets,
or to threaten to deny market access. It is also possible
that China will try to further its own interests by offer-
ing significant procurement contracts, playing individ-
ual Western state interests off each other. China’s second
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interest would be to prevent the West from further eco-
nomic integration, and if possible to reverse this trend.
This trend is perhaps harder for China to influence, as
it is largely dependent upon Western internal dynamics.

The West lacks a standing institutional framework
for regulating the firms’ interactions with China and for
achieving collective economic action. NATO is primar-
ily a military alliance, and not all Western powers are
members of NATO. The EU is a common market, and
although it has a common external trade framework,
it has a geographic focus on the European continent
and even fewer members than NATO. Neither of these
institutions are therefore have the potential to limit the
West’s economic exposure to China to sufficient extent
on their own. What is lacking is something akin to an
“economic NATO,” but with an even broader member-
ship base, that has the power to coordinate Western eco-
nomic policy in line with strategic objectives. However,
in the absence of such an institution, it is possible that
the West can address trade policy concerns towards
China through ad hoc initiatives. Still, any attempts to
create such initiatives are likely to be fraught with chal-
lenges and require persistent political will and diplomatic
skills. These challenges are compounded by the fact that
it is not state behaviour per se that needs to be coordi-
nated, but rather the behaviour of international corpo-
rations that may be subject to multiple jurisdictions.

With the benefit of hindsight, it appears that the
West committed a strategic mistake in permitting eco-
nomic exposure to China to grow to present levels in
spite of growing security concerns. What has perhaps
been surprising in this context is how slowly the West has
adjusted to the fact that China appears to have quite a dif-
ferent vision of what constitutes a desirable international
rules-based order. This slow reaction can partially

be explained by two key factors addressed in this paper.
Firstly, there is a disconnect between security and eco-
nomic interests due to the fact that it has primarily been
firms’ actions driving interaction with China. Secondly,
the Western response to Russia’s aggression prior to
February 24th 2022 suggests that authoritarian states
need to cross a rather high threshold before robust pol-
icy restrictions on economic interactions are imposed.

A key question is whether the West will manage to
learn from what went wrong in its handling of Russia,
and adapt its economic policies in time to deal with
the threat posed by China. Unfortunately, this looks
unlikely, given that the levels of Western exposure to
China are so great and that it requires significant polit-
ical will to alter the current trajectory. The fact that
the West is not a unitary actor further speaks against a
reversal of current trends. However, there is some hope,
given that there are historical examples of major crises
leading to rapidly changing perspectives and the cre-
ation of regulation to mitigate future risks.”® * These
examples include the Three Mile Island nuclear accident
in 1979 and the Subprime mortgage financial crash in
2008. Russia’s full-scale invasion of Ukraine in 2022
was unprecedented in the post-Cold War security order,
and could possibly catalyse similar change.

European states and Japan have responded to Rus-
sia’s shocking aggression against Ukraine by increasing
their military expenditure and by launching security
strategies that also address the economic dimensions
of security policy. Noteworthy examples are the new
National Security Strategy of Japan and the EUs Euro-
pean Economic Security Strategy.”® ** Whether these are
early indicators of a paradigm shift in economic security
awareness, triggered by fear of great-power aggression,
is perhaps premature to judge at this stage. ®
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